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Fraud levels in European payments are rising 
sharply, driven by well-resourced criminal net-
works leveraging the latest technology. Fraud-
sters are taking advantage of the 24/7 immediacy 
of instant payment rails and exploiting whichever 
channel presents the weakest defences. 

Regulators are acting to close any weak links tar-
geted by criminals, with the mandatory introduc-
tion of verification of payee (VOP) for all SEPA 
Credit Transfers having marked an important first 
step. VOP implementation has driven widespread 
integration of application programming interfac-
es (APIs) in the payment initiation process, ena-
bling payment service providers (PSPs) to re-
quest and consume input from external sources 
to prevent fraud across the ecosystem. 

Building on this, the Payment Services Regulation 
(PSR) is setting the stage for taking fraud detec-
tion and prevention capabilities to the next level: 1

•	Art. 83 requires each PSP to perform transac-
tion monitoring on all incoming and outgoing 
payment transactions. The Article also specifi-
cally requires PSPs to base their transaction 
monitoring mechanisms on the analysis of his-
torical transaction data and support it with in-
put from information sharing arrangements. It 
further clarifies that where one PSP carries out 
transaction monitoring and the other does not, 
liability rests with the latter. 

•	Art. 83a requires PSPs to participate in infor-
mation sharing arrangements and to exchange 
pseudonymised data with other PSPs for fraud 
prevention and detection purposes in case of 
known or suspected fraudulent behaviour by a 
payment service user. 

Transaction monitoring is most effectively done 
at the network level, where a much broader data 
view can be taken into account than each individ-
ual PSP has on its own. The statistical indicators 
and signals generated from this network view can 
be used to enrich each individual PSP’s anti-fraud 
engines with additional intelligence. Importantly, 
because such monitoring can be performed in 
real time at the network level, it avoids the delays 
inherent in end-to-end information sharing mod-
els, where suspicious accounts must first be 
identified and validated before the information 
can be exchanged and action can be taken.

EBA CLEARING’s user community recognised the 
value of this network-level approach several 
years ago and joined forces in 2023 to unlock 
these capabilities through the development of a 
Fraud Pattern and Anomaly Detection (FPAD) 
functionality. FPAD enables real-time transaction 
monitoring for its SEPA payment systems at 
pan-European scale. 

FPAD provides PSPs with a powerful fraud-fight-
ing toolset that can help them meet their PSR-re-
lated fraud-fighting obligations. The fraud indi-
cators that FPAD feeds to PSPs cover most of the 
data elements they must process as part of the 
required transaction monitoring mechanisms. In 
particular, FPAD enables PSPs to assess fraud 
risks based on network-wide transaction history. 
PSPs should also consider leveraging FPAD as an 
information-sharing arrangement, which gener-
ates a network view based on the analysis of the 
passive and active feeds received from PSPs. Im-
portantly, FPAD’s set-up ensures a level of secu-
rity and confidentiality proportionate to the na-
ture and extent of the information exchanged.
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According to the latest available data from the 
European Banking Authority and the European 
Central Bank (ECB), in 2024 the total value of 
fraudulent credit transfers sent by PSPs in the 
European Union (EU) / European Economic Area 
(EEA) amounted to €2.5 billion, representing a 
fraud rate of 0.001%. Comparatively, the value of 
fraudulent card transactions in the EU/EEA 
amounted to €1.3 billion.2

For the SEPA Credit Transfers (SCT) and SEPA In-
stant Credit Transfers (SCT Inst) processed by its 
STEP2 and RT1 Systems, EBA CLEARING wit-
nessed a similar trend.

The sophistication of fraud 

The challenge lies not only in the rising volume of 
fraud, but in the accelerating sophistication of 
the organisations and techniques behind it. 
While many still imagine scams as the work of 
isolated individuals or small groups on the mar-
gins of society, the reality is very different. To-
day’s fraud is driven by highly coordinated, 
well-resourced operations functioning with cor-
porate-like scale and discipline, estimated to 
command a workforce of close to 1.5 million  – 
making fraud globally a substantial and very 
complex threat to detect, disrupt and deter.3 

Criminal networks driving this industrialisation 
generate tens of billions of dollars through fraud 
factories, combining professional management 
structures with forced labour. Compounding this 
trend is the shifting geopolitical environment, 
with many organised fraud operations linked to – 
or even endorsed and supported by – rival power 
blocs.4

1
The lay of the land 
in European 
payments: Threats 
and defences

1.1 
The dark side of payments
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Mimicking trends seen in large institutions, these 
criminal organisations command substantial 
budgets to be spent on advertisements linked to 
scams or banned goods. As a result, users of ma-
jor social and technology platforms are exposed 
to an estimated 15 billion scam ads every day.5 

Many also have highly efficient tools at their dis-
posal: from generative artificial intelligence (AI) 
that translates and sustains conversations, to 
deepfake video calls and mirrored websites that 
convincingly imitate legitimate financial institu-
tions (FIs). In one high-profile case, a finance 
employee at a multinational company was duped 
into transferring $25 million (€21.3 million) after 
fraudsters used deepfake technology to imper-
sonate the chief financial officer (CFO) and other 
colleagues on a video call – all of whom were 
AI-generated fabrications.6 

The sophistication extends beyond technology 
deployed to the time being invested in individual 
scams. Romance scams, for example, involve 
criminals cultivating online relationships over 
months before coercing victims into fraudulent 
investments, often in cryptocurrency. One sur-
vey found average losses of $155,000 (€132,900), 
with many victims reporting that more than half 
of their net worth had been wiped out.7 
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The rise of highly sophisticated fraud networks 
means criminals have become adept at navigat-
ing around cyber defences, shifting their activity 
across payment instruments as controls tighten 
and new weak points emerge. In response, there 
are growing obligations for PSPs from regulators, 
as well as emerging pan-European industry initi-
atives aimed at creating a more resilient, coordi-
nated approach to preventing fraud.

Instant Payments Regulation and VOP 

While instant payments bring significant bene-
fits for end users, these same benefits have 
opened fresh avenues for criminal exploitation. 
With funds able to move within seconds, 24/7, 
victims and providers have only a narrow win-
dow to intervene – a vulnerability that criminals 
are increasingly exploiting as money-mule net-
works expand and diversify.

Both knowing mules (who intentionally support 
organised crime) and unwitting individuals (re-
cruited through fake job advertisements, phish-
ing schemes or romance scams) are being used 
to move illicit funds across multiple payment 
accounts within seconds, making it extremely 
difficult for PSPs to interfere and recover the 
funds. Reflecting the scale of this challenge, 
fraud-related recalls for instant payments are 
now 10 times higher than for standard credit 
transfers. 

A central pillar of the framework is, therefore, 
fraud defence – coming in the form of VOP, which 
checks whether the name and International Bank 
Account Number (IBAN) of a recipient match be-
fore a payment is authorised. By providing great-
er certainty to the payer, VOP targets misdirect-
ed payments and authorised push-payment 
(APP) fraud – though ultimately it is always the 
payer who decides whether to proceed.

The early lessons in Europe reflect what has been 
seen in other markets that have similar initiatives 
in place. VOP is highly effective at stopping gen-
uine mistakes: typos, incorrectly entered details 
or outdated beneficiary information. Its value in 
preventing fraud, however, is limited, because 
many scams involve accounts where the name 
superficially matches, or where fraudsters co-
opt legitimate accounts (‘mule accounts’) that 
pass the name check.

In parallel, fraudsters are also shifting back into 
traditional SEPA Credit Transfers, pushing fraud 
values in non-instant products to their highest 
levels on record. Even SEPA Direct Debits, histor-
ically low-risk, are now being actively targeted.

Payment Services Regulation 

While VOP has proven effective in certain use 
cases, its limitations make it clear that fraud de-
fences must go further. The PSR represents 
that next step, making real-time transaction 
monitoring an obligation for PSPs.

Concretely, the amended Payment Services Di-
rective 2 (now PSD3) and the new PSR, intro-
duce a reform package that, among its objec-
tives, aims to better contain payment fraud and 
strengthen overall consumer security.8 

Under the PSR, PSPs on both sides of the trans-
action must put in place effective transac-
tion-monitoring mechanisms to prevent and 
detect fraud. Crucially, Art. 83 makes this an ex-
plicit legal obligation: the payer PSP must carry 

1.2 
Building up further 
defences
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out transaction monitoring checks before a 
payment is executed, while the payee PSP must 
carry out transaction monitoring before the 
funds are made available to the payee. In this 
context, existing controls – such as strong cus-
tomer authentication – are no longer sufficient 
in isolation to demonstrate that a transaction 
was authorised and/or legitimate. The controls 
required by the regulation must also keep pace 
with increasingly adaptive fraud, with the PSR 
emphasising that transaction monitoring must 
be continuously improved, making full use of 
technologies such as AI and increasingly rich, 
up-to-date fraud intelligence.

Where the required transaction monitoring 
checks are not carried out in accordance with 
the PSR, or where a PSP cannot demonstrate 
that such checks have been performed, the PSP 
will be liable for any resulting losses from fraud-
ulent transactions, unless the payer has acted 
fraudulently. Compliance by only one of the 
PSPs involved in a transaction is not sufficient. 
Where one PSP performs the required transac-
tion monitoring and the other does not (or can-
not evidence that it has done so), the PSP that 
failed to apply or demonstrate the required con-
trols will bear liability for any financial losses in-
curred by the payer. It is important to note that 
the burden of proof falls on the PSPs and not 
the end user. 

PSPs should base their transaction monitoring 
mechanisms on the “analysis of previous pay-
ment transactions”. In practice, this encom-
passes any payment data up to the current mo-
ment. Importantly, tools to support PSPs with 
this monitoring are already available as a stand-
ard feature within the pan-European infrastruc-
tures STEP2 and RT1 (see Box: Real-time transac-
tion monitoring with FPAD). 

The PSR also explicitly states that the transac-
tion monitoring outlined in Art. 83 should rely, 
among others, on information sharing arrange-
ments. This means that PSPs are required to ex-
change data where there are justified suspi-
cions of fraud. 

This is supported by Art. 83a of the PSR, which 
pushes institutions toward more active cooper-
ation by requiring stronger information sharing 
on known or suspected fraudulent accounts 
and mule networks. Information is to be ex-
changed through information sharing arrange-
ments as defined by the PSR and used to the 
extent necessary for PSPs to prevent and de-
tect potentially fraudulent payment transac-
tions. This new legal requirement aims to close 
the gaps exploited by organised criminals, who 
often move funds quickly across multiple PSPs 
to avoid detection.

Further legal comfort is provided by Art. 75 of 
the EU Anti-Money Laundering Regulation 
(AMLR), which explicitly permits the sharing of 
customer and transaction data where neces-
sary to comply with AML and countering the fi-
nancing of terrorism (CFT) obligations – as well 
as to detect, prevent and investigate related of-
fences, including fraud-related activity, subject 
to strict data-protection safeguards.9 

Nevertheless, despite a certain and solid legal 
basis for PSPs to rely on, direct and end-to-end 
data sharing will likely remain cautious, con-
trolled and constrained by liability considera-
tions and data protection requirements, since 
any future model must balance this enhanced 
information exchange with necessary safe-
guards that prevent unintended harm to cus-
tomers or payment flows. As a consequence, 
the effectiveness of this data sharing approach 
is further constrained by time lags. 
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In this context, EBA CLEARING’s FPAD func-
tionality provides a practical example of an in-
formation sharing arrangement in which PSPs 
can participate and leverage shared risk indica-
tors and models that support these regulatory 
objectives (see 2.2 How PSPs can leverage FPAD 
to comply with the PSR).

Pan-European industry initiatives 

Pan-European collaboration has become cen-
tral to strengthening Europe’s fraud-prevention 
capabilities with the understanding that im-
proving each stakeholder’s fraud prevention 
and detection capabilities will have a multiply-
ing effect across the ecosystem, and thus ben-
efit each player individually. For example, the 
European Payments Council (EPC)’s Malware 
Information Sharing Platform (MISP) provides a 
SEPA-wide mechanism for PSPs to share 
fraud-related intelligence. The Fraud Informa-
tion Distribution Arrangement Task Force (FRI-
DA TF), established in 2025, goes further by 
creating a structured arrangement for exchang-
ing fraud information, supporting interoperabil-
ity between national schemes and advising on 
fraud-prevention measures across EPC-man-
aged SEPA payment schemes.10 

Complementing these efforts is EBA CLEARING’s 
FPAD, which enriches the risk views of individual 
PSPs with insights for fraud prevention and 
detection that only a network-wide perspective 
can provide. The network view provided by 
FPAD is based on the payment transactions 
processed by the pan-European STEP2 and RT1 
payment systems operated by the Company, 
which is a European-owned, European-governed 
and European-regulated provider of payment 
infrastructure services. The processing of 
STEP2 and RT1 payment transactions and FPAD 
data takes place in the EU and in accordance 
with EU laws. 

FPAD can help PSPs fulfil their obligations for 
transaction monitoring, in particular by assess-
ing risks based on transaction history, including 
transaction information on both the payer and 
payee, the payment instrument, currency, date 
and time of execution, as well as the unique 
identifier of the payee, information on the pay-
ee and information received through informa-
tion sharing arrangements.

Completing the picture is the fraud taxonomy 
by the Euro Banking Association (EBA), which 
equips fraud fighters with a harmonised 
pan-European vocabulary and categorisation 
approach for naming and organising fraud types 
for payments. By harmonising definitions across 
markets and making data more comparable, it 
aims to improve the quality of fraud monitoring, 
reporting and information sharing – supporting 
the overall shift towards coordinated, pan-Eu-
ropean fraud-fighting by helping to classify the 
data shared through the EPC’s MISP or used by 
EBA CLEARING’s FPAD. 

In Art. 83 (2b)(c), the regulation stipulates that 
transaction monitoring mechanisms take into 
account known fraud scenarios. In order to keep 
pace with the evolving fraud threat landscape, 
the EBA Fraud Taxonomy, which was developed 
with PSPs across Europe, is updated on an an-
nual basis.11 PSPs can apply this taxonomy in 
their active feeds back to FPAD, including feed-
back as well as transaction and account insight 
notifications. This means that when PSPs use 
FPAD for their transaction monitoring, their ac-
tive and passive (fraud recalls) feeds can be lev-
eraged for training FPAD’s models with more 
granular information on known fraud scenarios.
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FPAD is a real-time transaction moni-
toring functionality, which gives STEP2 
SCT and RT1 SCT Inst Participants ac-
cess to a wide range of fraud preven-
tion and detection tools. It was devel-
oped at the request, and with the 
active involvement, of fraud experts 
from across the user community of 
EBA CLEARING’s SEPA Credit Transfer 
services. 

FPAD enables STEP2 and RT1 Partici-
pants to take the fight against pay-
ment fraud to the next level by enrich-
ing their individual risk views with 
insights that only a network view can 

REAL-TIME TRANSACTION 
MONITORING WITH FPAD 

provide. FPAD offers several modules, 
which cover the whole range of fraud 
fighting: from fraud prevention (before 
a transaction is sent) to fraud detec-
tion (after clearing and settlement). 
Based on its pan-European view of the 
payment activity in the STEP2 SCT and 
RT1 SCT Inst Services, FPAD identifies 
patterns of known fraud and anoma-
lous payment behaviours, and pro-
vides insights into payment and bene-
ficiary account behaviours unavailable 
to any individual PSP. 

FPAD also offers a VOP function, sup-
porting PSPs in meeting the require-

ments of the IPR. The use of historical 
data for transaction monitoring, as 
demonstrated by FPAD, becomes a 
regulatory requirement under the PSR 
– and is already available today to all 
participants in EBA CLEARING’s SEPA 
Credit Transfer services.

The different FPAD modules were de-
signed to be easily integrated to en-
hance PSPs’ existing payment, fraud 
prevention and investigation systems 
and processes. 

Figure 1  
HOW DOES FPAD WORK?

CUSTOMER JOURNEY

Payer enters
payee‘s detail

Account Assessment & 
VOP 
Payee risk assessment and 
verification of payee

Transaction Assessment
Pre-payment risk assessment
(both on the payer PSP  
and payee PSP side)

Transaction Investigation
Post-transaction risk 
assessment

Payer enters �payment details 
�and initiates payment

Fraud 
prevention

Settle payment Payment settled

FPAD
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Network-level analytics are already possible to-
day, grounded in a PSP’s legitimate interest to 
protect its customers from fraud. The PSR re-
quirements will provide additional legal com-
fort, clarifying the basis for using such insights. 
By making the liabilities for PSPs dependent on 
the amount of work done to prevent fraud, the 
PSR creates powerful incentives for banks and 
other PSPs to invest in more robust detection 
and prevention capabilities.

Real-time transaction monitoring sits at the 
centre of this approach. It observes patterns 
and anomalies as they emerge, dynamically 
tuning the underlying statistical models based 
on the transactions flowing through the sys-
tem. By working at the level of indicators, rather 
than raw transaction data, including personal 
data, a framework such as FPAD enables its 
user community to generate collective intelli-

gence across the network without disclosing 
sensitive information – delivering stronger de-
fences built on a solid, privacy-by-design foun-
dation.

Why does transaction monitoring matter? 
Fraudsters may use different instruments, such 
as wallets, crypto assets or alternative transfer 
channels, to obscure the trail or move funds 
across borders. But they need to use traditional 
payment rails to get the money out of their vic-
tim’s account. That is the moment when pat-
terns, behaviours and anomalies become visi-
ble, allowing PSPs to detect suspicious activity 
and intervene.

The foundations are already here

One significant advantage for the industry is 
that VOP has become a crucial enabler for 
transaction monitoring. Before its introduction, 
the absence of real-time name checking was a 
clear weak link in the chain, as PSPs often had 
limited ability to validate beneficiary details or 
draw on external intelligence before executing a 
payment.

The mandatory rollout of VOP under the IPR 
changed that – and went one step further. By 
forcing widespread adoption of APIs and tech-
nical connectivity for real-time name checks 
across the ecosystem, it prepared PSPs – both 
technologically and operationally – for the ex-
change of a larger fraud-relevant dataset in real 
time.

These same capabilities can now underpin 
transaction monitoring. PSPs can enrich front-
end checks with deeper network-level indica-

2
The future of  
fraud fighting in 
European payments

2.1
Why building out  
transaction monitoring  
is most promising
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tors and consume external signals before re-
leasing funds (see Box: The power of transaction 
monitoring: Enhancing VOP results and cus-
tomer experience). 

Just as importantly, this connectivity allows 
PSPs to feed back anomalies they detect, help-
ing others tune their fraud-fighting models and 
improving the collective intelligence of the eco-
system. In this way, VOP has acted as a step-
ping stone: a regulatory requirement that has 
not only strengthened APP-fraud defences, but 
also created the infrastructure and readiness 
needed for the far more advanced, net-
work-wide transaction-monitoring approach 
mandated by the PSR.

European PSPs already started to move in this 
direction ahead of formal PSR/PSD3 implemen-
tation. To further strengthen customer protec-
tion and trust, as well as curb fraud losses, they 
have been working collectively to build 
fraud-fighting capabilities that outperform any-
thing they would be able to achieve on their own.

Tackling the weakest links

By allowing PSPs to ingest network indicators 
and statistical signals into their anti-fraud tools, 
transaction monitoring makes it possible to an-
alyse patterns and anomalies across the net-
work using statistical models and machine 
learning. This matters because fraudsters oper-
ate across networks, not within the boundaries 
of a single PSP – meaning that an indicator 
which appears benign in one institution can be-
come highly meaningful when viewed alongside 
signals from others.

And by analysing behaviour on the beneficiary 
account side – not just on the payer account 
side – PSPs can more effectively identify mule 
accounts, which often display recognisable 
patterns of incoming and outgoing flows.
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Figure 2  
IMPROVING VOP EXPERIENCE WITH FPAD RISK INDICATORS

FRAUDULENT TRANSACTIONS LEGITIMATE TRANSACTIONS

VOP

VOP  
+ 
FPAD

12:00

Payment transaction

Cancel Transfer

Transfer

From: My Wallet

To: Jane Doe

IBAN
DE01 2345 6789 8765 4321 00

BIC
045004815

Unusual Payee:
Please confirm 
that this 
payment is 
legitimate.

High Risk 
Payee:
Payments may 
be at increased 
risk of fraud.

Low Risk:
Payment risks 
are low.

Close Match:
Do you mean 
John Doe?

Match:
IBAN and name 
confirmed.

Close Match:
Do you mean 
John Doe?

No Match:
Payee details
don‘t match.

No Answer:
Payee details 
not confirmed.

Verification of 
Payee

FPAD REMOVES FRICTIONFPAD REDUCES RISKS

THE POWER OF TRANSACTION MONITORING:  
Enhancing VOP results and customer experience 

When a customer performs a VOP 
check, their subsequent payment 
steps will be guided by the VOP re-
sult, with the payment either sent or 
withheld. The figure below shows 
how FPAD Account Assessment risk 
indicators can be used to improve 
VOP check outcomes. 

FPAD VOP supports both of the 
challenges outlined below. The 
solution goes beyond the basic 
IBAN/name check by layering in a 
broad range of network-based fraud 
risk indicators, which helps PSPs 
strengthen their defences against a 
wider spectrum of threats, and to 
reduce unintended VOP friction for 
their customers. 

REDUCING RISK WITH FPAD 
When a VOP check returns a match or 
close match, it can create a false 
sense of security about the payment. 
Yet successful VOP checks provide no 
guarantees that the transaction itself 
or the payee involved is not fraudu-
lent. FPAD reduces fraud risk by iden-
tifying unusual, high-risk and known 
fraudulent payee accounts – giving 
context that a name match alone can-
not provide. FPAD risk indicators can 
trigger additional warnings, helping 
to reduce the risk of fraud.

REMOVING FRICTION  
WITH FPAD
When a VOP check fails, this can cre-
ate unnecessary friction – leading to a 

legitimate payment being stopped or 
abandoned. For example, a “No 
Match” result might wrongly indicate 
that the account details are incorrect 
because of minor issues. 

FPAD indicators help PSPs reduce 
this friction by assessing payee risk 
using the network-wide view of activ-
ity. It can support a qualified alterna-
tive to a strict name match and can 
also extend VOP coverage when a 
counterparty PSP is temporarily una-
vailable. By combining these indica-
tors, PSPs can give customers clear-
er, risk-based feedback – allowing 
them to authorise low-risk payments 
with confidence, rather than reject-
ing them.
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The PSR stipulates in Art. 83 (1b) that PSPs’ 
transaction monitoring mechanisms shall be 
based on the analysis of previous payment 
transactions and access to payment accounts 
online. Art. 83 (2) and (2a) specify the data that 
the payer PSP’s and the payee PSP’s processing 
should be limited; this includes information re-
ceived through information sharing arrange-
ments.

PSPs can fulfil many of these fraud prevention 
and detection obligations by feeding their 
transaction monitoring mechanisms with FPAD 
output. Among other things, FPAD supports 
PSPs in meeting the requirement to take into 
account the payment history of the involved 
payment accounts. FPAD provides PSPs with 
risk indicators based on patterns and anomalies 
of previous transactions, without sharing the 
underlying data of those transactions. This is 
underpinned by robust technical and organisa-
tional safeguards, including pseudonymisation, 
ensuring a high level of security and confidenti-
ality. Based on the indicators provided by FPAD, 
PSPs will decide whether to process a payment 
transaction or not. The decision and control will 
always remain with the PSP. 

PSPs may also obtain from FPAD transaction in-
formation on both the payer and payee, the 
payment instrument, currency, date and time of 
execution, as well as the unique identifier of and 
information on the payee, and the name of the 
payer. To this extent, FPAD could be considered 
by PSPs as one of their information sharing ar-
rangements. What makes information sharing 
through FPAD particularly powerful is that it en-
ables PSPs to continuously enhance data quali-
ty through passive feeds (fraud recalls) and ac-
tive feeds (feedback, transaction and account 
insight notifications) – enabling FPAD’s models 
to be trained with known fraud scenarios in the 
provision of payment services.

2.2 
How PSPs can leverage 
FPAD to comply with the 
PSR
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Figure 3  
			   Data to be processed by the payer PSP’s  
			   transaction monitoring mechanism, PSR Art. 83 (2)

Figure 4  
			   Data to be processed by the payee PSP’s  
			   transaction monitoring mechanism, PSR Art. 83 (2a)
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Regulators are intensifying pressure on PSPs to 
strengthen their fraud detection and prevention 
defences, introducing new obligations with 
tight timelines. With these regulatory changes, 
the burden of proof and liability of fraud losses 
is shifted entirely to PSPs. These efforts are well 
founded. Fraud levels continue to rise, with bad 
actors exploiting weaknesses in the payment 
chain, and regulators – and the wider industry – 
progressively looking to close these gaps as 
they emerge.

The next phase in this journey will be defined by 
the expansion of real-time transaction monitor-
ing, underpinned by the PSR. Fortunately, the 
industry is not starting from scratch. VOP has 
driven the widespread integration of APIs into 
the payment-initiation process, which can now 
be repurposed for transaction monitoring, while 
community-driven initiatives such as FPAD al-
ready provide an effective, live solution. To-
gether, these developments have established 

strong foundations for more advanced fraud 
defences and puts PSPs in a strong position to 
address the new compliance requirements 
stemming from the PSR.

As the ecosystem evolves, a fundamental reali-
ty remains: the defence of the network is de-
fined by the weakest link in the chain. The effec-
tiveness of real-time transaction monitoring 
will depend on broad and consistent adoption. 
Even the most advanced capabilities will have 
limited impact if participation is partial – and 
where PSPs do not consume indicators and act 
on insights, those gaps may become the next 
points of criminal exploitation.

Effective fraud fighting at scale requires coordi-
nated action at a pan-European level. Only 
through collective action can the industry reduce 
systemic vulnerabilities and strengthen the resil-
ience of the payments ecosystem for the benefit 
of the European economy and its stakeholders.
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